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Healthcare is the costliest industry for data breaches —
a spot the sector has held since 2011, according to joint
research from IBM and Ponemon Institute .[1]

though many larger organizations will see a longer
recovery time. This duration of downtime demonstrates
how severe these disruptions are for healthcare facilities
and their patients . [2]

One of the most devastating hacks healthcare has seen
to date happened to Change Healthcare, a subsidiary of
UnitedHealth. This led to over a billion dollars in
damages and widespread disruption to healthcare
organizations across the US . [3]

Besides financial devastation, there is a direct impact on
patient care. For example, a blood donation distribution
network which serves over 300 hospitals had to halt
deliveries after a cyberattack . [4]
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The Devastating
Impact Of Healthcare
Cyberattacks
Nearly every week there are news reports of a new cyberattack
against a healthcare organization leading to devastating
consequences. Not only are patients' lives put at risk, but millions of
dollars of damages can leave a hospital reeling for months to come.
Here are just some of the alarming facts about healthcare
cyberattacks. 

The average cost of a healthcare
hack has reached $10 million. 

The average downtime after an
attack is approximately 19 days, 
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